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Introduction and Latest Update of "iAM Smart" 

Use Case Study

“iAM Smart” Sandbox Programme

Open Discussion

Agenda



Introduction to "iAM Smart" 
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"iAM Smart" "iAM Smart+”
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Authentication

e-ME Form-Filling

Digital Signing

Two versions of "iAM Smart"

digital certificate for 
digital signing under ETO



"iAM Smart" Functions

Form Filling Digital SigningAuthentication

01 02 03

To have a single digital 

identity that enables 

simple and secure login 

to various online services

To store personalised data 

and enjoy the convenience 

by form-filling automatically

To sign digitally for 

documents with legal status 
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Remote “iAM Smart+” Self-registration

For illustration purpose only
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Take a front-facing 
photo of new smart 
HKID card

Place the HKID card 
on the NFC sensor of 
mobile phone

Facial identification Set up password & 
email address

Set up password

Input email address

_________

Start registration in "iAM Smart" app

1 2 3 4

Complete registration
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Latest Update on "iAM Smart"

Commercial

Commercial
Cross-Boundary Public Services

• Over 3 Million Registrations
• 420+ Online Services

Awarded ISO Certifications
- ISO/IEC 27001:2022
- ISO/IEC 27701:2019

Government and 
Related Organisations
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Business Values of "iAM Smart"
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Golden Source of Personal Identity

Reliable identity information for 
online services

Single Digital Identity

Access of online services using 
secure authentication

Reaching Out to New Customers

Large pool of "iAM Smart" users is 
available

Paperless Signing

Signing documents online with legal-
backing

Auto Form-Filling

Saving effort of inputting and 
verifying personal information 
repeatedly

Save Resource on In-person Process

Complete critical transactions online 
w/o in-person identity verification



"iAM Smart" Information Portal 

Public can access a series of daily 
information

 Traffic conditions
 Weather
 Government information
 Location of public facilities
 Accident & Emergency Department 

waiting time
 Location of AED
 Time-varying toll plan
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Personal Code

Use “iAM Smart” or 3rd 
Party app/ appliance to 
scan the Personal Code
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Use Case: 
Login with “iAM Smart”
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Key identifier in “iAM Smart”: Client ID
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"iAM Smart"

HCP Online Service A

Client ID 1

Client ID 2

The Online service client identifier (Client 
ID) will be assigned to Online Service at 
the initial registration. Each RCHs (or 
institution group) should apply it’s own 
Client ID. 

HCP Online Service B



Key identifier in “iAM Smart”: 
Tokenised ID (Open ID)
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"iAM Smart"

HCP Online Service A

Client ID 1

Client ID 2

User a

AA12345…

Open ID

G000000…

User b

BB00000…

CC23456…

Each user will have a different tokenized
identification code (Tokenized ID/Open
ID) for different online services to protect
user privacy. Users will not be tracked by
different services because of "iAM
Smart".

HCP Online Service B

Open ID



User Flow

HCP Online Service Login 
Page

"iAM Smart"
QR Page/ 

Broker Page

From "iAM Smart” APP

"iAM Smart"
Authorisation Page

Create New 
Account/ Link 

up?

HCP Online 
Service Main Page

Yes

NoOpen ID 
(tokenised id) 

found?

Page for user input 
account username 
& password for the 

link up

Link up message ……..
………………………………………

..

Your account has been 
linked up successfully for 
future login to the online 
service with "iAM Smart"

Display a message to inform 
the user that his/ her account 

has been linked up for the 
future login with "iAM Smart"

Link up 
existing 
account

Form Filling API and 
complete account 
creation process

New 
Account
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• Communication channel between Online Service and "iAM Smart" System 
will be protected by HTTPS and additional layer of data encryption is added 
to further protect the data in transit.

• Encryption shall be applied for all API POST request (from Online Service) 
and callback (from "iAM Smart" System).

• Content Encryption Key (CEK) will be valid for a period of time after 
generation. 

• Online Service application can request new encryption key after key 
expiration.

API Data Encryption and Decryption
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Use Case - Account Link up at Online Service Website
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HTTPS + Additional 
Encryption Layer

HCP Online Service Server

"iAM Smart" Server

Return the CEK 
(encrypted with Public Key)

Request Content 
Encryption Key(CEK)

User clicked on
“Continue with iAM Smart”

HCP Online Service Server

Scan QR code 
and complete 
authentication

HCP Online Service 
Callback Page

Redirect to 
specified URL

Link up the 
OpenID to 

HCP account

Request 
AccessToken

"iAM Smart" 
QR Page

Additional Encryption Layer

"iAM Smart" Server

Send Login 
request 

Redirect to "iAM 
Smart" QR Page

Return 
AccessToken
and OpenID

Additional Encryption Layer

Only valid in specified lifetime
(e.g: within 24 hours)

HCP Online Service Server

OpenID not exist in HCP 
online service 

HCP Online Service 
Account link up page

HCP Online Service 
Main Page

Redirect to 
callback URL



Use Case - Account Link up at Online Service Website
with HKIC no.
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HCP Online Service Server

"iAM Smart" Server

Return the CEK 
(encrypted with Public Key)

Request Content 
Encryption Key(CEK)

User clicked on
“Continue with iAM Smart”

Scan QR code 
and complete 
authentication

HCP Online Service 
Callback Page

Redirect to 
specified URL

Link up the 
OpenID to 

HCP account

Request 
AccessToken

"iAM Smart" 
QR Page

Additional Encryption Layer

"iAM Smart" Server

Send Login 
request 

Redirect to 
"iAM Smart" 
QR Page

Return 
AccessToken
and OpenID

Additional Encryption Layer

Only valid in specified lifetime
(e.g: within 24 hours) HCP Online 

Service Server

HCP Online Service Server

HTTPS + Additional 
Encryption Layer

OpenID not 
exist in HCP 
online service HCP Online Service

Initiate form filling request 

HCP Online Service 
Main Page

Redirect to 
callback URL

Post Request 
callback

User 
Authorise in 
“iAM Smart” 

App



“iAM Smart”

Sandbox Programme
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Sandbox Programme Website
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• "iAM Smart" Use Cases
• Success Stories

https://iamsmart.cyberport.hk/

https://iamsmart.cyberport.hk/


"iAM Smart" Sandbox Programme

Documentation

Simulated APIs

Integrated Testing 
Environment

Helpdesk

Production 
Rollout

Phase 2 
Development

Phase 1
Design
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Cyberport partners with the DPO to set up the 
"iAM Smart" Sandbox Programme for supporting 
public and private organisations in developing 
"iAM Smart" enabled online services



z
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Integration Plan Timeline for RCHs

Sandbox Programme Production Environment
Production Environment
(On-going Maintenance)

Integrated Testing Environment

Understand "iAM Smart" 
and plan the integration

Develop using the testing 
mobile app

Go-live application, conduct 
technical deployment and 
internal testing

• Understand the use of "iAM
Smart"

• Understand the integration
requirements

Design
• Submit application for accessing

"iAM Smart" testing environment
• Work on the integration work

with "iAM Smart" testing mobile
App

Development • Complete the video vetting process
• Submit Production application

Ready for Production 
Rollout

Ensure the security 
of the System

Submit Completion of
Security Checklist
Declaration every 2 years

• Performing regular
SRAA

• Renewal of applied
certificates

On-going 
maintenance

System Security and Privacy Protection

Assessments that completed by independent
assessor
1. Completion of Security Checklist Declaration
2. Privacy Impact Assessments Declaration

Operation and 
Maintenance Work

The entire integration is divided into 4 main phases.



Apply "iAM Smart" Integrated Testing Environment (ITE)
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Fill out the testing 
environment form

Apply the Trial Cert
Submit the testing 

environment application 

Submit all the required
documents and application
form to Sandbox Team

Apply the Trial Encipherment
certificate issued by Hong Kong 
Recognised Certification 
Authority (“RCA”) ：

HongKong Post

Or
Digi-Sign Certification Services 
Limited

email to enquiry@eCert.gov.hk
with Subject: "Trial e-Cert 
(Encipherment) for "iAM 
Smart" Pilot Testing" 
accordingly

1. Fill in the online service 
information (ITE-01)and the 
Apple ID and Google Play 
accounts of the testers (for 
downloading the testing 
mobile app)

2. Fill in the use case and 
organizational background 
information (ITE-20)

mailto:enquiry@eCert.gov.hk


Apply "iAM Smart" Production Environment
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Preparation Work
Complete the security and privacy 

protection requirement 
Submit the production environment 

application 

Submit all the required documents and 
application form to "iAM Smart" team 
(e.g. Business Registration Certificate, 
Completion of Security Checklist Declaration
, Privacy Impact Assessments Declaration, 
etc.)

1. Apply the Encipherment
certificate from RCA    
(Please reserve at least one
month for the application)

2. Submit recordings to 
complete UI and workflow 
verification (at least 2 rounds)

1. Completion of Security Checklist Declaration
2. Privacy Impact Assessments Declaration

Both documents must be completed and signed 
by an independent assessor. For details, please 
refer to the content of the documents.

*It is recommended to confirm the 
qualifications/position requirements early with 
the "iAM Smart" team.
* The independent assessor can be an external 
auditor from your organization or from the 
internal audit department.
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Reference Timeline of Integration

# Item Est. Lead Time

1 Contact the RCH to join the sandbox programme to (iamsmart@cyberport.hk) N/A

2 Apply the required certificates (Trial & Production) 2 Weeks 

3 Prepare the required documents and application form for the ITE application 2 Weeks

4 Provide the user journey to “iAM Smart” Team to ensure the UI and use case are complied with the requirement 1 Week

5 Development and Testing 3 Weeks 

6 Proceed the Video Vetting & 
Complete the “Security Risk Assessment and Audit” and “Privacy Impact Assessments”

2 Weeks

7 Production application submission 2 Weeks

8 Production rollout preparation and arrangement 2 Weeks

Around 3 Months in Total 

mailto:iamsmart@cyberport.hk


Sandbox Programme Website
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https://iamsmart.cyberport.hk/

• IT Services Providers

https://iamsmart.cyberport.hk/


Website:         https://iamsmart.cyberport.hk

Email:              iamsmart@cyberport.hk

Hotline:          3166 3978
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mailto:iamsmart@cyberport.hk


Open Discussion
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